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Abstract

Electronic PaymentSystemis the new buzzword in the market, with every Tom, Dick andHarry
offering servicesrelatedto this largely unchartedarena. Unfortunately, this specificareaconsists of
innumerableissuesmaking it even moremurky. Hence,mostof the startup firms mushroom and
fail in matterof years. My analysis of this andsimilar aspects of the issue hasresulted in my own
protocol called the PRotocolEnhancement for DIgital CashTransaction (PREDICT). The second
version of this protocol hasbeenusedfor this project. This report speaksabout this project in detail
while explaining only the necessaryaspects of PREDICT. An unorthodox view hasto be taken to
understand my line of thought. This is because,I considerthat a transaction happensonly whena
transferof wealthtakes place; while, thetoolsandtechniques usedfor this transfer areof secondary
importance.In a nutshell, eachuserhasan account with the zoneserver. They have to contact the
zoneserver for any transaction. They maywithdraw money or deposit money with thezoneserver,
at thesametime they mayrecieve money or give money to a remoteuser. Their personaltransaction
information is recieved from the web server maintainedby the zoneserver. For the facilitation of
inter-zone transmission of money, thereare entities called Masterservers that help maintain the
integrity of thetransactions. In short, this project is all about how to send money from oneperson to
another.



1 Intr oduction

He who tamperswith thecurrency robslabour of its bread
- DanielWebster

1.1 Background

Monetary transactions have evolved from their ancient forms suchas barter, to today’s payment
systems. However, the sheervolumeof transactions in today’s commerceis creating an enormous
strain on thealready over-exploitedresourcesof theworld. Thehumanracethus hastwo options-
either look for moreresourcesfor maintaining thepresent-daystyleof transactions,or evolvetoday’s
payment systemsto cometo termswith tomorrow’s technology.

1.2 The Electronic PaymentSystems

The Internet is a rapidly evolving information infrastructure ("Information Highway") which pro-
vides global connectivity, easyreachability andinteractive communications at moderatecostto the
consumer. The dominating application is the World Wide Web (WWW), with its potential of 3
million connectedcomputer systemsandan orderof magnitudemoreactualusers. Currently, the
WWW is primarily usedto provideeasyaccess to free-of-charge information(typically research or
marketing information). But this is expectedto change dramatically in thenearfuture. TheWWW
is expected to provide a basis for electronic commerceand trade. A similar developmentcanbe
expectedfor broadband networks and"InformationHighways".

Thedevelopmentof variousElectronic PaymentSystems(EPS)hasmadeavaluablecontribution
in thisdirection. In short,EPSis thelogical evolution of thepayment systemsthatexist today sothat
any form of commerceexists in thetechnology of tomorrow.

Theresearchinto EPSis still in its infancy. Thepopularity of thesepaymentsystemscanbeseen
by thefact that thefirst commercial Digital cashventure,DigiCash, startedup in 1994andfiled for
bankruptcy in 1998, after a merefour years of existence.

Most of the focus hasbeenon credit card-basedtransactions,with the interestinto anonymous
payment systemshaving notbeen morethananacademicinterest in recent years(especially after the
USeconomybeganits recession). However, theconceptof thecredit cardhasnot hadmuchsuccess
in replacing the entire existing payment systembasedon papermoney, dueto the lack of adequate
amount of security andscalability to handle thesheer volumeof today’s commerce.

1.3 Thr ough the Looking Glass

This report deals with how this project wasdone. This includestheanalysis,design andimplemen-
tation details of theproject.

This system is basically envisagedasan interaction betweenthemonetary systemandtheuser.
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Theuser hasasoftwarecalledtheclient (in my terminology theKuchelan1) which interactswith the
zoneserver software(I call it theKuberan) who requestsinformationfrom themasterserver (again
in thesamespirit calledtheBrahma).

Thefoll owing is a brief overview on this report.
Chapter 2 (p 3) dealswith theanalysisof thesystemanddiscusseshow thepresentarchitecture

hasbeenreached.
Chapter 3 (p 7) dealswith the design of the system from the analysis we have made. This is

wheremy focus hasbeenin this project, asa perfect design results in a product that requires very
littl emodification andcontainsminimalerrors. Starting from theverybasicframework of thesystem,
thechapter leads to a moderatelydetailed description of thesystem.

Chapter 4 (p 22) dealswith theimplementationandtheissues facedin this. Theissues, remark-
ably, from my previousexperience,have beenminimal. I have not stated the HTTPSsetuphereas
a moderate experiencein Linux should helpanyone setuptheir own certification for thepurposeof
testing. All the componentsfor the transaction areembeddedin a Java application, while only the
queriesabout a specific userhave beenallocatedfor thewebend.

Chapter5 (p 30)dealswith how thesystem wastested. I have indeedspent someeffort in making
surethatthere areasfew bugsin thesoftwareaspossible.

Chapter 6 (p 32) dealswith my conclusion andmy personal views on thesubjectasto whathas
to be donein the project. In fact, this could create a report on its own andhence, I have restricted
myself to only themajor items.

1Thetermskuchelan,kuberanandbrahmacomefrom the Indianmythology. Kuchelanwasthedestitutewho having
no money went to Lord Krishnafor a bowl of rice. Kuberanis supposed to have beentheking of LankabeforeRavana
took over control.He is supposedto alsohave beensorich asto bea banker of theLords.ThetermBrahma,comesfrom
Lord Brahma,thelord of creationof theuniverse.Thesignificanceis thatkuberansuppliesthecashtoken,while brahma
controlsthemandkuchelanis thatpartof thesystemthatrequestsfor money.
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2 SystemAnalysis

If a mantake no thoughtabout whatis distant,hewill find sorrow nearat hand.
-Confucius

2.1 Intr oduction

Thissectionanalysesthesystemassuch.To analyzethemonetary transaction in its fullest including
the fallouts of governmentalpolicies is beyond the scopeof this report. Hence, only the technical
aspect of the problem is analyzed here. This section analysescurrent systems in existencefor the
EPS.We thenspeak of their failuresandstrengths.

2.2 The ProblemStatement

Theobjective of this project is to create a scalablemodelof an online Electronic PaymentSystem,
allowing authorizedusersto accessandutili zetheir wealthfrom anywhere on theInternetusing the
PRotocolEnhancementof DIgital CashTransaction- II protocol.

2.2.1 Inputs and Outputs.

2.2.1.1 SystemInputs

1. UserInformationsuchasUserName,PassPhraseetc.

2. Theamountof Cashto betransacted.

3. TheIP of theZoneServer.

4. TheIP andoptionally theport of theServer socket of theremoteclient software.

5. The Key Generation information(including the number of bits of the RSA Key, Hashingal-
gorithm for thepassword storage,Hashing algorithm for encrypting theRSAKey, Encryption
algorithm for storing theRSAKey, other configurationinformation).

2.2.1.2 SystemOutputs

1. Theresultof thetransaction – Whether completedor failed etc.

2. Passbook formattransaction information.

3. Complete transaction information.

4. Personal informationof authorizedclient users.

3



2.3 PresentSystemsfor EPS

A moderncustomeradoptsdifferentmethods,likecash, credit cards,personalchecksetc.,to payfor
goodsandservices.Internet-basedelectronic commercemethods alsofocus on thesecure transmis-
sionof credit cardinformation,electronic checking anddigital currencies.

2.3.1 Adapting Existing Methods

Creditcards aretheeasiest to adapt to on-line transactions,becausepeople areaccustomedto using
themremotely. Creditcardtransactions simply require that thecustomerprovide a valid credit card
number andtheexpiry datewhile placing anorder through e-mailetc. To secure these information
from eavesdroppers,encryption is applied.

Peopleassociatecashwith thephysicalexchangeof currency. Thoughit makespossible to spend
money anonymously, it is difficult to be used over an opennetwork. For this purpose,the cashis
digitized. While digitizing cash,the actual currency is replaced by ’digital coins’ represented as
chunks of data.Digital currenciesaretheelectronic counterparts of traditional currency.

2.3.2 Digital Curr encies

Theseareintendedto carryvaluein aprotecteddigital form over theInternet. Anyonecanparticipate
by opening anaccount with a financial institution offering digital currency services.Client software
is usedto withdraw money from theaccount, to check thebalancesandto maintain a digital wallet
thatholdsthevalueontheparticipant’scomputer. AmongthepresentpaymentsystemsareNetCash,
DigiCash(laterrenamedasECash),AMDIGI (UK), Avant(Finland),Beenz(UKandUS),bibit(Den-
mark),The CommonElectronic PurseSpecifications (CEPS),CheckFree, Chipper, clikpay, PMTP
andmany similar systems.

2.3.3 Characteristics

1. Transferablewithout physical interaction.

2. They canbeusedto maintain theanonymity of thecustomerin anonlinetransaction.

3. They cansupport anactualtransferof valueby themselvesunlike in thecaseof creditcards.

4. They provide support for micro payments.

2.3.4 Limitations

1. Security measuresagainstspoofbanksandother possible ’man in themiddle’ unwantedinter-
mediarieshave not beencompletely successful.

2. Requiresa databaseto bekept that is un-scalable asthenumberof usersincrease.

3. The necessity of having security inbuilt into the system hasmademost systemsinherently
dependent on the encryption technique used. At times, as in the caseof ’Beenz’ payment
systemusedin Finland,thediscoveryof somefailureof thesameencryption techniqueresults
in theabrupt obsoletenessof thesystem.

4. Someof the payment systems arenot anonymousandthe financial institutions areawareof
thetransactionstaking place.

5. Cashhasto e-stored in a cyber wallet andhenceif your computer crashesor your harddisk
gets stolen, well, that is it.

4



6. A governmentalnightmare is thepossibility of untold amountof wealthhiddenaway yet use-
able,andwith absolutely no traceability.

7. Many EPSsuffer from the probability of double payment, in which oneusersends the cash
tokento morethanoneuser.

2.3.5 Advantages

1. Thefreedom of cashtransactions beingonline andinstantaneousin nature.

2. Possibility of the cashtransactions being done across international borders possibly with a
minimal amount of fuss.

3. More secure thanmostpayment systemsthatmayretainyour credit cardnumberandinherent
anonymity is present.

2.4 ProposedSystem

2.4.1 Intr oduction

The above mentioned problemshave existed for sometime now. Unfortunately, no single system
existed that could addressthis problem. PRotocolEnhancementof DIgital CashTransaction- II
(PREDICTII) tries to addresstheseissues. The PREDICT I version hadinherent security failures
that compromisedthe security andminimal anonymity offeredby the system. It hasbeenrevised
andtherevised form hasbeen usedin this project.

2.4.2 Assumptionsfor the PREDICT II

1. Network authenticationandsecure communications usedin all parts of theInternet.

2. Possibility of extremelysecureandlow-failurecustomnetwork thatcanbeusedfor theinternal
transmissions.

3. Possibility of high-security serversthat aresecure enough to carry highly sensitive informa-
tion suchascashremaining per citizen under a responsible controlling authority suchasthe
government.

4. Existenceof ahigh-bandwidth network. Thisis atradeoff wehaveto maketo achieveanonymity,
scalability andsecurity.

5. High performanceandextremely reliable serverswith redundantlines of communicationcan
besetup.

2.4.3 Description

Thissystem envisagestheexistenceof zoneservers thatprovideservicesto theusersconnecting to it
from theinternet.All clients thatcomeunder a singlezoneserver aresaidto beundera zoneserver
zone. For thepurposeof logistics, a setof thesezone serverscomeunder a masterserver. This set
of zoneservers aresaidto beundera masterserver zone.

EachMaster ServerzonehasaMasterServer ID. Theentiresetof zoneserversandclientsunder
themareknownby this ID.

A cashtoken is either withdrawn or depositedto a zone server by a user. If theuser withdraws
cash, thenhe/she is known asacitizenfor theperiodof thetransaction. If theuserdepositscashthen
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he/sheis known asa merchant, againonly for theperiod of the transaction. So,theusermayeither
bea citizen or a merchantdepending on therole he/sheplays in thetransaction.

A cashtoken oncedeposited results in an acknowledgement being sent to the merchant who
forwards it to the citizen andthenit getsforwardedon to the citizen’s zoneserver. Thenboth the
citizen andmerchant get a transaction completion message. I further discussthis while explaining
thedesign of thesystem.

2.5 Functional Requir ementsfor the Project

1. Creating an account : TheSystemshould beableto create an account with the ZoneServer
for eachauthorized user.

2. Deletinganaccount : TheSystemshould beableto deleteanaccountwith theZoneServerof
anauthorizeduser.

3. Requesting PassbookInformation: TheSystemshould provide informationin Passbook for-
matfor anauthorizedclient.

4. RequestingTransaction History : TheSystemshould provideanauthorizedclient, on request,
informationabout pasttransactions.

5. Change of Personal Information : The Systemshould provide ability for a valid client to
changehis personalinformation.

6. Deciding on theamount of cashto betransacted: Theclient hastheability to decide on the
amount of cashto betransactedin thesystem.

7. Sending Cashtoken : Theclient mustbeableto send a cashtoken to a remoteclient.

8. Receipt of Cashtoken: Theclient mustbeableto receive a cashtokenfrom a remoteclient.

6



3 Design

Give mematter, andI will construct a world out of it!
-ImmanuelKant

3.1 Intr oduction

The design of the system wasdonein the besttraditionsof the Object Orientedphilosophy. The
maintool used for thedesign hasbeenRational Rose2000. Further, theUML wasusedasthebasic
languagefor thedesign documents.

The objective wasto develop the class diagramsandgeneratethe codestubs which wereto be
laterfleshed out in theimplementationphase.

In this chapter, explanationis doneonly wheredeemednecessarysincethediagramsthemselves
areself explanatory.

3.2 The Conceptual Design

Thebasicsystemmaybeidentified ascontaining theelementsasin Figure:3.2(p 9). This represents
thesystem in its entirety.

3.2.1 SystemUseCase

From the analysis, the system is represented as in the usecaseshown in 3.1 (p 8). This shows
basically how thesystem layout hasbeen. This specifically helpsin theunderstanding thesystem.

Thepoint to noteis thata ’client’ maybeeither a ’Citizen’– someone who is to sendmoney, or
a ’Merchant’– someone who is to recieve money. Corporations or banks areclients with a special
transaction allowancespecified by thegovernment.But all theentitiesarebascially variousformsof
theclient.

3.2.2 Responsibilitiesof Various Entities

Theentitiesin thesystemhavebeenidentified asshown in Figure:3.2(p 9). Theseentitieshavebeen
decidedon thebasis of their responsibilities asdefinedbelow.

Theresponsibilities of thevarious entitiesareasfollows.

Zone Server: Thezoneserverhastheresponsibility to maintaintheuserinformation, to authenticate
the clients connecting to it, to maintain the sequenceof messages,to communicatewith the
master server whenneccessary andto do other similar operationsasspecified in PREDICT II.

Master Server: The Masterserver hasthe responsibility to maintainthe identifier integrity when
client zoneserversandremotemasterserverscontact it for information. At the sametime,
it hasto maintain the integrity of the masterserver zones underit. Databaseintegrity hasto
maintainedandwhen thereis a probability that the transactionmay be corrupted, it should
abort thetransaction

7



Figure3.1: SystemUseCaseDiagram
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Figure3.2: TheConceptualClassDiagram

Client: Theclient hastheresponsibility to follow themessagepatternsdefinedin PREDICTII. The
client alsohasto generatea random number that is usedin the identifier. Further, the client
should analysethenetwork time for thetransactionsto becompleted1 .

3.2.3 Description

ThePREDICTsystem mayinstantiate thefollowing classes. Eachclass representsa differentrole.
Theclient is thesoftware that belongs to theuser. This is usedfor interacting with thecompo-

nents of thePREDICT II system.
TheZoneServer is thatpartof thesystemthathastheresponsibilitesof thezoneserverasdefined

in PREDICT II. Eachinstanceof thezoneservermayor maynot includeauthentication andsecurity
classesbut always includesthedatabaseclass.

TheMaster Server is that part of the system that hasthe responsibilites of the masterserver as
definedin PREDICT II.

Authentication is basedon the useof a passphrase. This is done, not by actually sending the
passphrase, but only its hash, to the server in question. This hashis storedin the databaseand
comparedat a latertime,whentherequirementfor authenticationof theclient arises.

NetworkSecurity is an optional module in this design usedonly when the client in question
workson a network that doesnot possessany security of its own. Thedecision to useor not to use
this module restssolely with thezoneserver.

TheDataBaseclass is a generalization of thevariousdatabaserelated activitiesof themodules
thatcall it. Thishastheresponsibility of maintainingtheintegrity andtheconcurrency aspectsof the
system.

3.3 The Messages

3.3.1 Intr oduction

This section dealswith the messaging techniquesin the system. Messagesareusedfor communi-
cation between theclassesandtheproper timing of thesemessagesis crucial for theworking of the

1Thetimeanalysisdonein this projectis acomplex issueandis dealtwith in this reportonly in theconceptual form.
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system.

3.3.2 Messages

3.3.2.1 Identifier

TheIdentifier is a String that uniquely identifies thecashtoken. This is useful for thedatabaseand
intgrity checks.

Structur e

DENOMINATION MASTERSERVERID IDENTIFIER

Default delimiter = ;;

3.3.2.2 SuperMessageStructur e

TheSuperMessageis the supersetof all messagebodies. This is usedto identify themessageand
handle theparsing correctly. This supersetmayalsocontain timing information which maybeused
for thetime analysis. I have not doneit in this manner.

Structur e

MESSAGEABBREVIATION MESSAGE CONTENTS

Default delimiter = ||

3.3.2.3 Standard Messages

A Message is a special entity that describessomeevent in occurance. Eachmessagehasa specific
formatspecified by PREDICT II. This is shown in thetable givenbelow.

10
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Figure3.3: TheSequenceDiagramof theMessagesinvolved

3.3.3 The SequenceDiagram

We have seenthe messages that aretransmitted. Next, the diagram Figure3.3 (p 12) describesthe
messagesandthetimings involvedwhile transmittingthemessages

3.4 The Designof the Client Software

Theoverall design of theclient software is shown in Figure:3.4 (p 13). Therequirements have been
divided into the basic functional parts. RemoteClients areclients with whomthe local client does
thetransaction.

3.4.1 The ClassDesign

Theresponsibilities of thefunctional unitshavebeendividedto thedifferentclassesasin Figure:3.5
(p 14).

Thekuchelan class is the mainclassthat initiateseither themerchant or thecitizenclassbased
on themodethattheuserselects.

TheInitializer classloadsuptheessential informationthatis necessaryfor thefunctioning of the
system.Theclassreads thezoneserver IP, generatesthesession key for thetransaction,andhandles

12



Figure3.4: TheClient SoftwareUseCase
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Figure3.5: TheClient SoftwareClassDiagram

initi al parameterrequestsby calling theappropriateclassesin theGUI package.
TheCitizenclass does the intialization andwaits for a client to contact it. If theuser allows for

thetransactionto proceed,this invokestheServerThreadclass andthatthread runsindependently.
TheServerThreadclassmanagesthemessagesthathave to behandled by thecitizen andgener-

atesthe informationrequiredfor thewithdrawal of thecashtokenandsuccessfulcompletionof the
transaction process.For this, it communicateswith thezoneserver andproceedsasneeded.

TheMerchant classis invoked whentheuser decidesto withdraw cashfrom aremoteclient. This
intiatestheClientThreadif andonly if theconnection is authorised.

The ClientThreadhandlesthe messagesequenceandotheractivities required of the Merchant.
Thiscommunicateswith theServerThread of theremoteclient andits own zoneserverandproceeds
asrequired.

3.5 The Designof the ZoneServer Software

TheZoneserversoftwarehastheresponsibility of satisfying userneedsandproviding for theservices
required by thezoneserver part of thePREDICTII protocol. Theresponsibilitieshavebeendivided
into classesanddisplayed in Figure: 3.6 (p 15). This section discussesthe various aspects of the
zoneserver software andthereponsibilitiesof thesubclasses.
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Figure3.6: TheZoneServer UseCaseDiagram

3.5.1 The ClassDescription

This section discussesthemain classes thatcreate thecomponentsof the zoneserver software.The
mainclasses andtherelationsbetweenthemis displayedin Figure:3.7(p 16).

Themainclasskuberan instantiatestheHandleUserRequestsclasswhenit starts up along with
other miscellaneous threads required for maintenance. The HandleUserRequest class instantiates
the HandleAuthentication class whenany client connects to it. After the initial authentication, the
zoneserver detects whether the client connectedto it is a citizen or a merchant by the message
sentto it. If the transaction starts with the messageREQ_WIT thenHandleAuthenticationinvokes
the HandleACitizenclassto handle the citizen, while if a CSH_DEP messagearrives,it invokes an
instanceof theHandleAMerchantclass to handle theMerchant.

The various helper classesusedare thosefor the communicationwith the userandthe master
server whenneeded. The InSecureReader and InSecureWriter classesareused for communcating
along the secure network to the MasterServer for services required. The SecureReaderand Se-
cureWriter classesareused for communicating with theuserontheinsecurenetwork. TheCheckDB
class is usedasandwhenrequiredto readneeded informationfrom thedatabase.

3.6 The Designof the Master Server Software

The Masterserver is the entity that hasto maintainthe system’s main interaction. This storesthe
identifiers that are requestedto be deposited in it by the client zone server and at the sametime
providesfor theverification andmaintenanceof this database.

This section dealswith thedescription of how thesystemis madeandhow it actually works.

3.6.1 The ClassDiagram of the Master Server

TheBrahmaclass is themainclass that on startup creates three service threadsandother miscella-
neous threads.Themainclassrelationsareshown in Figure:3.9(p 18).
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Figure3.7: TheZoneServer SoftwareClassDiagram
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Figure3.8: BrahmaUseCaseDiagram
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Figure3.9: TheMasterServer Classdiagram

TheHandleZoneServerRequestsclasshandlesrequestsfrom thezone servers. This is basically
handled by two threads. A ZoneServerDepositor instanceis createdwhenthezoneserver connects
to a depositor socket. The second thread, the ZoneServerValidator thread, is instantiated whenthe
zoneserver connectsto a validatorsocket.

TheHandleMasterServerRequestclassis for remotemasterserverrequeststhat cometo usasthe
identifier containsour MasterServer ID. Thesecasesareverifiedat this location. Doublespending is
alsohandledhere.

3.7 The DataBaseDesign

3.7.1 The Designof the Zone Server DataBase

TheZoneServerDatabaseneedsto storeinformation regarding users. For this threetableshavebeen
created. This is keeping in view the various security aspects andthe normalization aspects (I have
madea tradeoff on thesideof security).

Table:3.1shows thepassword table.Thefield frozen, if enabledby setting it as’ t’, disablesthat
user’s login.

Table: 3.2 shows theTransaction table which is usedto storethe informationabout each trans-
action.

Table:3.3shows thePersonalInformationtable,which is usedto storethepersonal information
of eachuser. Constraintshavebeen setto allow modificationsto this tableon a constrainedbasis.
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Table3.1: TheZoneServer Password Table

Table3.2: TheZoneServer Transaction Table

3.7.2 The Designof the Master Server Database

TheMasterserver databasehastheresponsibility of maintaining theIdentifier informationdeposits
andthehash,RAK. This is depictedin Table:3.4.SETSTAT_CHK andSETVAL_CHK aresetwhen
STAT_CHK andVAL_REQ_MSreachtheMasterServer. Thescavenger classremovesentriesfrom
thedatabasewhich have outlivedtheir lifetime.

3.8 The PackageLayout

TheLogical arrangementof thesystemis shown in thediagram3.10(p 20). Thisdiagramshowshow
theclassification hasbeen done.Thedescription is givenbelow.

3.8.1 Main Packages

Thesearepackagesthatcontain classesthatmake thesystemperform in themannerexpectedby the
PREDICT II.

brahma: This packagecontains al l thecontrol classes requiredfor theMasterServer software.
This includesthedatabasespecific classes.Theclassdesignhasbeenpresentedin Figure3.9(p 18).

kuberan: This packagecontains all the control classesrequired for the ZoneServer. This in-
cludestheclassdiagramsshownin theFigure:3.7 (p 16).

kuchelan: This packagecontainsall thepackagesrequired for the functioning of theuser soft-
ware inorder to communicatewith the remoteclient andthe zoneserver. The classdiagram have
beenshown in Figure:3.5(p 14).

Table3.3: TheZoneServer Personal Information Table
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Table3.4: TheMaster Server Identifier_Information table

Figure3.10:PackageLayoutof theproject
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3.8.2 The Helper Packages

Thesearethepackagesthatstoreclasses thatareusedfor thecommonactivitiesby themainclasses.
messages:All themessagesof thePREDICT II protocol have beenembodiedin classesof their

own. Thepackagethatholds all theseclassesincluding thetoolsrequired for performing operations
on themis storedin this package.

GUI: TheGraphical UserInterfaceclassesrequired by any of themainclasses arestoredin this
central repository.

utils: All operationsrelated to file, encryption, filter operations, configuration file parsing are
put togetherin this central repository for theuseby all themainpackages.

network: Thenetwork relatedclassessuchasthenetworkAnalyserClient, networkAnalyserServer,
SecureReader, Securewriter, InSecureReader, InSecureWriter classesarestoredherefor useby all
themainclasses.
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4 Implementation

Thegreataim of culture is theaim of setting ourselvesto ascertain whatperfection
is andhow to make it prevail.

- Mathew Arnold

4.1 Intr oduction

This chapter dealswith the implementation of the system. This section describeshow the artifacts
of thedesign aremappedinto executable code. Though it is not possible to specify in detail all the
aspectsof thesystem in this report, anattempthasbeenmadeto discussthemainissuesinvolved.

4.2 The Working of the Client

Theworkingof theclient softwarehasbeendepictedin thetwo statediagrams. Thestatediagramin
Figure:4.1 (p 23) representsthesteps involved in thewithdrawal of a cashtoken from a zoneserver
andsending the cashtoken to a remoteclient. The state diagram in Figure:4.2 (p 24) depicts the
steps involvedin requestingacashtokenfrom aremoteclient anddepositing thesamewith thezone
server.

4.2.1 The Working of the Client asa Citizen

Invoked whentheuserdecidesto work in thecitizenmode.Theclient thenwaits for remoteclient
requestsrequestingfor cash.On suchrequests,after theusersanctions,theclient proceedswith the
transaction. Figure:4.1(p 23) showsthestates of thesystem interactions.

TheTRAN_ABRT message is transmittedwhentherequirementarises. Theoperationsof send-
ing REQ_REPandAuthenticating itself with thezoneserver aredone in parallel.

Generation of cashtoken informationinvolvesgeneration of arandomnumbertaking thesystem
time asthegenerator’s saltvalue.

4.2.2 The Working of the Client asa Merchant

Invoked when the userdecides to work in the merchant mode. The client then connects to a re-
moteclient andrequestsfor cash. On reply, after the usersanctions, the client proceedswith the
transaction. Figure:4.2(p 24) showsthedifferentstatesof thesysteminteractions.

4.3 The Working of the ZoneServer

TheZoneServer analysesthe messages. Thestate of the system asthemessagesarrive from other
entities is depicted in the diagram:4.3(p 25). The abortion of any transaction involvessending the
DEL_ID requestto themasterserver if theidentifier hadbeen sentfor deposit earlier.
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Figure4.1: Thestatediagram for theCitizenpartof theClient Software.
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Figure4.2: Thestate diagram for theMerchant partof theClient Software.
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Figure4.3: TheCompleteZoneServer SoftwareStateDiagram
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Figure4.4: MasterServer validator Statediagram

A transaction is committedto thedatabaseonly whenit is surethatthetransactionis a valid one
andthat it will becompletedon theother side.

The Identifier is generatedasper the specification for the format of an identifier asin Section
3.3.2.1(p 10).

4.4 The Working of the Master Server

4.4.1 Zone Server Validator

The request from a zone server for deposit of cashis handled in the mannershown in the state
diagram:4.4(p 26). VAL_REP_ZSis sendonly whenthedatabasehasbeenupdatedwith RAK and
checked out. However, if the request or the identifier is invalid in any respect, the TRAN_ABRT
message is send. Thewait time is measuredasa factor of network delaysandthecomputationtime.
If neededthis is transmittedto theremotemasterserver for validation.

4.4.2 Zone Server Depositor

TheZoneServerdepositor handlesthedeposit requestsfrom thezoneserverandinsertstheidentifier
into theIdentifier_Informationtableof thebrahmadatabase.Thesesetof operationsareshown in the
statediagram4.5(p 27). ThisoccurswhentheID_CHK requestcomesin. ID_REPis send whenthe
ID is confirmedasnot being already present in theDB. If no duplicatesarepresentthenSTAT_REP
is send.In caseof theID beingpresent,TRAN_ABRT is send.

4.4.3 Master Server RemoteValidator

Whena remotemaster server requests for thevalidation from our databaseit impliesthatoneof the
zoneservers haddepositedthecashtokenandit is up to usto make surethateitherthecashtokenis
deemedvalid or invlaid. This is shown in thestatediagram4.6(p 27).
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Figure4.5: TheMasterServer Depositor StateDiagram

Figure4.6: TheMasterServer RemotevalidatorStateDiagram
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4.5 Highlights of the Implementation

This section dealswith themajoraspectsof theimplementation. Most of theimplementationdesign
is shown in the statechart and classdiagramsin chapter3 (p 7). This section supplementsthat
material for thereader with theinnardsof thesystem assuch.

4.5.1 AsynchronousNetwork Transmission

Network packets have the nasty habit of arriving at times least expected. This was an expected
problem that washandled by maintaining two separate threads for eachsocket. The first threadis
for writing andhasan access function that addsStringsto a buffer Vector, while the threadkeeps
on sending the datastored in the Vectoroneby one. The second thread is meantfor reading data
from the network; this threadreads the buffer andputsthe datareadinto a buffer Vector, while an
access function allows the parent classesto readfrom the buffer. This allowedfor asynchronous
transmissions andreception to take place.

4.5.2 Multi Thr eading

A fundamentalconcept in computer programmingis the ideaof handling morethanonetaskat a
time. Many programmingproblemsin this project required that theprogrambeable to stopwhat it
wasdoing, dealwith someotherproblemandreturn to themainprocess.Javasthreadingis built into
thelanguage, whichmakesacomplicatedsubject muchsimpler. Threading is supportedonanobject
level, so onethread of execution is representedby oneobject. Java alsoprovideslimited resource
locking. It canlock the memoryof any object (which is, after all, onekind of sharedresource)so
thatonly onethreadcanuseit at a time. This is accomplishedwith thesynchronizedkeyword. This
hasindeedbeena boonfor themanagement of thesystem.

An inherentproblemthat hadto be handled in this projecthasbeento tell a networking thread
whento stoplistening to the network andshut down the network properly anddie. This is needed
especially whentheTRAN_ABRT messageis receivedor whena failureis intimatedby somemes-
sage(TRANS_COMP, CSH_TRAN etc.) . This turned out to be the baneof the system. This
problemwassolvedby thedeprecatedmethod stop(Exception e). Onceaflag is setin thethread,the
threadwill never checkfor the boolean asit is blocked while waiting for a readfrom the network.
StopThreadException is throwninto thethreadsothatit quits. Thishowever results in theException
leaking out at timesandtheexception getsthrown whenthe threadis dead(The timing of thecon-
trolledthrowing of theException by thecontrol classmaynotbealwayscorrect). Sotheparent class
hasto handle theException which it is trying to throw, elsetheparent classmaybehave strangely.

4.5.3 Data BaseConcurrency

This problem is handledby thefollowing methods.

� Maintaining separateconnections for eachof the SQL queries to be handled. The Kuberan-
DatabaseandtheDatabaseclasseshandle thedatabaseactivities. Concurrency to theaccess
methods is maintainedby theuseof synchronized modifierof Java, which forcesblocking of
calling threads until thethreadcurrently executing themethod is completed.

� Thedatabasemaintainsits own concurrency whenmorethanoneprocessconnectsto it. Oracle
is exemplaryin this aspect.
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4.5.4 Time Analysis

4.5.4.1 Intr oduction

Analysis of time is oneof themostcomplicatedactivities thatcanever bedoneon a network. How-
ever theanalysisis possiblewithin acertain probability by thegraceof mathematics. Thecomputers
sendtheir own timesa finite number of times.This topic hasnot beencoveredasthis, though being
importantfor thesystem,is theresponsibility of a layernot in thesystem.Sincethis layerwasabsent
in my platform, I hadto codeit in.

4.5.4.2 The Working

The remotecomputer first sends us his time (
���

). In returnwe sendhim our time (
���

) whenwe
recievedthemessage. On recieptof this, the remotecomputer transmits

���
. Say, this reachesusat

our time
�	�

. Thefollowing computationis done.
Differencein Timebetween Systemtimesof thetwo computers =

�
����
����������������
��� ���"!$#�%'&
Network delay= (*),+'(�-�
Thus,
Thedifferencein theSystemtimesof thetwo computers=

�*� ��
������ (*),+'(�-� &
Over n transmissions, theestimateof theNetwork delay

= .0/�1325476�8:9�;<13=?>A@,B:C
D�>FEHG ( 8I>FCKJML�NOJ�JHN56�CCSimilarly,
Theestimateof theSystemTimedifferenceis alsocomputed.

4.5.4.3 The Implementation

Theimplementation is doneby having a networkAnalyserClient class anda networkAnalyserServer
class that usesa DataInputStreamanda DataOuputStreamasinput andusingthe sameto send30
statistically viable transmissions. Using thesevalues, eachendcomputes the network times. The
differencein time is alsoestimatedastheSuperMessageclassmayalsocontain information asto the
time whenthedatawassend.
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5 Testing

Theprogressof theriversto theocean is not sorapidasthatof manto error.
-Voltaire

5.1 Intr oduction

Thesystemaftertheimplementationis asetof codewith noguarenteeto work andattimesmayneed
majorrework if any seriousfailiureshave beendetected. My approachtowardsthis aspecthasbeen
to create a planof action at thevery startof theimplementation phaseandmanage thedevelopment
processso that there is the leastamount of rework needed later in the developmentprocess. This
chapter speaksabouthow this wasdoneandwhattheresults were.

5.2 TestPlan

ThemainplanthatI foll owedwason thebasic factthatall Javaclassesallow for themainoperation
to bepresent.This allows to create self testing code.Every class thatusesor extendsor implements
thetested codeconsidersthatclassto beperfect. Thustheresponsibility of makingthechecksreside
solely with themainoperation of each class. At times,it waswould not bepossible to testtheclass
alone as it might depend on another class. Thesesituations werehandled by testing the involved
classestogether. In suchcases the main operation of the involved classeshadthe responsibility of
theintegrity of theclasses.

5.3 Unit Testing

Eachof theUnits of theclass– especially thehelper classesweretestedandretestedover andover
againto make surethat most of their structure had beentested. Someof the classessuchas the
classesin the networkpackage,networkAnalyserClient andthe networkAnalyserClient weretested
togethersothattheseintegrateperfectly.

5.4 Integration Testing

Theprojecthadmany threadsrunning together, coupledwith datatransmissionsacross thesethreads
andtheclasses.It wasthusimperative to testthese to thefullest inorderthatthey work. Many stress
testswerelaunchedandthelogic tested against many setof situation.

5.5 Validation Testing

At the culmination of the integrationtesting, the softwarewascompletely assembled aspackages,
interfacing errorswereuncoveredandcorrected,anda final seriesof softwarevalidation testing was
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done. Herethesystemfunctionsweretestedin a mannerthatcanbereasonablyexpectedby a user.
Thesystemwastestedagainsttherequirementspecification.

5.6 Output Testing

After performing validation testing, thenext phasein testing wastheoutput testof thesystem,since
no system could beuseful if it doesnot producethedesired output in desiredformat.

5.7 Conclusion

While moststestspassed through, someof the testsfailed miserably such asconnectingmorethan
59 connections to the Oracle8i server, numberof threads restricted to 26% of memory. Overall,
the restrictionsof theextraneoussystem weregenerally the reasons for the failiures,while someof
the logical error werealsocaught in each of the phases.numberof errors decreasedasthe testing
proceededandwith a elaborate test involving 6 computers the system performedin a satisfactory
manner.

Overall theresults wereacceptable.
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6 Conclusion

It is better to light onecandle thancurse thedarkness.
– Chinese proverb

6.1 Intr oduction

The system presented hasits own setof failiuresandsuccesses. However, the radical thought that
I have suggestedand tried out in my project will find very few takers. This is becausea definite
amount fidelity still remainsin thehumanraceto thetraditional manner of doing business.But then,
thefuture will seeEPSasthedefinitetorchbearerof today’s monetary system. And it mayevenbe
possible thatPREDICT beconsideredasoneof thesteps in thatdirection.

We move from Chapter 2 wherewe saw theforesight about doing theproject, to actually doing
theproject in the last two Chapters. Thuslogically following theflow of events, this Chapter looks
backat theproject with a hindsight.

6.2 Limitations of the system
� Performance. UsingJava on theserver sidecaused a severeperformancelosson thecompu-

tations.

� Time analysis. Analysisdone hereis rudimentaryin nature andhardly reflects the true net-
work andcomputational complexities at mosttimes.

� Heavy dependenceon Time Factor. Thedependenceon a factor that is inherantly variant in
naturemakesit difficult to predict theperformanceof thesystem.

� Network utilizati on. Thenetwork bandwidth usageis very high comparedto mostEPS.

� User Intuition . UsingIPsfor identification of remoteclients makesit difficult for naive users
to beat easewith thesystem.

� Complexity. Thesystemasawholeis complex in natureandany implementationwill require
very large investmenton thetesting for perfection.

� Vulnerable to DOS attacks. Launching crippling Denialof Serviceattacks against thezone
serversis childishly simpleandinvolvesabout 100linesof java code.

6.3 Advantagesof the system
� Resilienceagainst obsolescence. Ability of the system not to be dependenton a single en-

cryption system,but aplethoraof candidatesystemsmakesthesystem solid againstbecoming
obsoletewith technology.
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� Scalability . Themaster serverscaneasily supplementzone serverswith morenumbers asthe
user loadon thezone increases.

� Easeof Use. Comparedto mostEPSsysems,with theminimal technical knowhow about the
system, it is possible to do businesswith out bothering about the cyber wallets, my money
timing out etc..It is either completetransaction or noneat all, but themoney is alwayssafe.

� Security issuesrelated to EPSsolved. Problemssuch asdouble spending have beensolved
in theusualmanner makingsureonly oneof thetransactions take place.

� Very Secure implementation compared to most EPSimplementations. Theuseof session
key, strong encryption for datatransmission andcreation of a DMZ zonebetween the web
server andtheDatabase server wassomeof theinovative ideasthatsecurethesystem.

6.4 Futur e Work
� Time analysisshould make useof thestatisticaldata available. Thusa better predictive algo-

rithm canbedeveloped

� Transaction costto bemeasured.

� Analysisof official work involved, their social implicationsandthecostshave to beanalysed.

� Recoding boththeserver modulesinto C++.

� Codeprofiling andsubsequently optimization to bedone.

� Testingon a representative network other thana Local AreaNetwork.
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