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Abstract

Electranic PaymentSystemis the new buzzword in the market, with every Tom, Dick and Harry
offering serviesrelatedto this largey unchartedarena Unfortunatel;, this specificareaconsigs of
innumerableissuesmaking it even more murky. Hence,mostof the startyp firms mushram and
fail in matterof years. My analysis of this andsimilar aspets of the isswe hasresuted in my own
protocol called the PRotocolEnhancenentfor Dlgital CashTransa&tion (PREDICT). The seconl
version of this protocol hasbeenusedfor this projed. This repott speaksabout this projectin detal
while explaining only the neessaryaspets of PREOCT. An unarthodox view hasto be taken to
understard my line of thought. This is becase,| considerthata transaction happensonly whena
transfer of wealthtakes place while, thetools andtecmiques usedfor this trander areof secomary
importance. In a nutshell, eachuserhasan accaint with the zonesener. They have to contact the
zonesener for ary transaction They may withdrav mone/ or depcsit mone/ with the zonesener,
atthe sametime they mayrecieze money or give mongy to aremoteuser Their personaltransaction
informationis recieved from the web sener maintaned by the zonesener. For the facilitation of
inter-zone transmission of money, there are entities called Master seners that help maintan the
integrity of thetransactians. In shot, this projectis all abou how to serd money from onepersa to
anoher.



1 Intr oduction

He who tamperswith the currercy robslabour of its breal
- DanielWebster

1.1 Background

Monetary transactions have evolved from ther ancient forms suchas barte, to todays paymen
sysems. However, the sheervolume of transactiors in today’s commerces creatng an enormois
stran on the alread/ over-exploited resaircesof the world. The humanracethus hastwo options-
eitherlook for moreresaircesfor maintaning thepresnt-cay style of transactiors, or evolve today’s
paymant systensto cometo termswith tomorrow’s techrology.

1.2 The Electronic Payment Systems

The Interret is a rapidly evolving informationinfrastrudure ("Information Highway") which pro-
vides global comectvity, easyreachability andinteractive communicéions at moderate costto the
conaimer The dominatng application is the World Wide Web (WWW), with its potertial of 3
million conrectedcompuer systemsandan orderof magniude more actualusers. Currenty, the
WWW is primarily usedto provide easyacces to free-of-charge information (typically reseach or
marketing information). But this is expectedto change dramatically in the nearfuture. The WWW
is expeded to provide a bags for eledronic commerceandtrade A similar developmentcan be
expededfor broadbaml networks and"InformationHighways'.

Thedevelopmentof various Electronc PaymentSystemgEPS)hasmadeavaluable corntribution
in thisdiredion. In short,EPSis thelogica evolution of the paymen sysemsthatexist today sothat
ary form of commerceexistsin thetechrology of tomorrow

Theresarchinto EPSis still in its infancy. Thepopuarity of these paymentsysemscanbeseen
by thefactthatthefirst commerdal Digital cashventue, DigiCash statedup in 1994 andfiled for
bankuptcy in 1998 after a merefour years of existence.

Most of the focus hasbeenon credit card-tasedtransactians, with the interestinto anaymous
payment sysemshaving notbeen morethananacademidnterestin recent years(especialy after the
US ecoromy beganits recessior). However, the conaeptof the credt cardhasnothadmuchsuaess
in repladgng the entire existing paymen sysem basedon papermoney, dueto the lack of adegiate
amourt of secuity andscalaliity to handke the sheer volume of today’s commere.

1.3 Throughthe Looking Glass

This repat deds with how this projea wasdone This includesthe analysis, desigh andimplemen
tation detals of theprgject.
This systen is basicdly ervisaged asaninteraction betweenthe moneary systemandthe user



Theuse hasasoftwarecalledtheclient (in my termindogy the Kuchelat) which interactswith the
zonesener software(l call it the Kuberan) who requestsinformationfrom the mastersener (agan
in the samespirit calledthe Brahm3.

Thefollowing is a brief overview on this repot.

Chaper 2 (p 3) dealswith the anaysis of the systemanddiscusseshow the preentarchiecture
hasbeenreaded.

Chaper 3 (p 7) dealswith the design of the sysem from the andysis we have made. This is
wheremy focus hasbeenin this project, asa perfect desgn resuls in a product thatrequres very
littl emodification andcontainsminimal errors. Startirg from theverybasicframework of thesystam,
thechaperleads to amodentely detaled descrption of the system.

Chaper 4 (p 22) dealswith theimplemenation andtheissues facedin this. Theissues, remark
ably, from my previousexperience,have beenminimal. | have not statel the HTTPSsetuphereas
amoderae expeliencein Linux shauld help aryone setuptheir own certfication for the purpcse of
testing. All the compmentsfor the transaction areembediedin a Java application while only the
gueliesabaut a spedfic userhave beenallocatedfor thewebend.

Chaper5 (p 30) dealswith how thesystem wastestal. | have indeedspern someeffort in making
surethatthere areasfew bugsin the softwareaspossble.

Chaper 6 (p 32) dealswith my conclusion andmy persaal views on the subgctasto whathas
to be donein the project. In fact, this could creak a repat on its own andhene, | have restricted
myselfto only the majoritems.

1The termskuchelan kuberanandbrahmacomefrom the Indian mythology. Kuchelanwasthe destitutewho having
no moneg/ wentto Lord Krishnafor a bowl of rice. Kuberanis supposd to have beenthe king of LankabeforeRavana
took over control. He is supposedo alsohave beensorich asto be a banler of the Lords. Theterm Brahma,comesfrom
Lord Brahma,thelord of creationof theuniverse. Thesignificanceis thatkuberansuppliesthe cashtoken, while brahma
controlsthemandkuchelanis thatpartof the systemthatrequestgor money.
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2 SystemAnalysis

If amantake nothoughtabou whatis distant,hewill find sorrow nearat hand.
-Confudus

2.1 Intr oduction

This sectbn analysesthe sysemassuch.To analyzethe monetay transactio in its fullestincluding
the fallouts of govemmentalpoliciesis beyond the scopeof this repat. Hence only the techrical
aspet of the problemis andyzed here. This secticn andysescurrent systensin existencefor the
EPS.We thenspe of their failuresandstrergths.

2.2 The Problem Statement

The objective of this project is to creat a scahble modelof an online Electranic PaymentSystem,
allowing authaized usersto accessandutili ze their wealthfrom arywhere on the Intemetusing the
PRotocolEnharcementof Digital CashTransation- Il protocol.

2.2.1 Inputs and Outputs.
2.2.1.1 Systeminputs

UserinformationsuchasUserNamePassPhraseetc.
Theamountof Cashto betranscted
ThelP of theZoneSener.

ThelP andoptionally the port of the Sener sodket of theremoteclient software

a M W NPk

The Key Generaton information (including the numbe of bits of the RSA Key, Hashingal-
gorithm for the pasword storage,Hashirg algarithm for encrypting the RSAKey, Encrypion
algorithm for staring the RSA Key, other configurationinformaion).

2.2.1.2 SystemOutputs

1. Theresultof thetransation — Whether compldedor failed etc.
2. Passbok formattransactian information.
3. Complettransation information

4. Persoml informationof authaizedclient users



2.3 PresentSystemdsfor EPS

A moderncusbmeradops differentmethals, like cash credt cards, persaal checls etc.,to payfor
goadsandsenices. Intemet-baedeledronic commercanethod alsofocus on the secue transmis
sionof credt cardinformation,electranic checkng anddigital currercies.

2.3.1 Adapting Existing Methods

Creditcards arethe easiesto adgt to on-line transactiors, becaisepeopk areaccusbmedto using
themremotdy. Creditcardtransations simply requie that the cusbmerprovide a valid credt card
numbe andthe expiry datewhile placing anorder through e-mail etc. To searethes information
from eavesdoppes, encryptionis applied.

Peopleassaiatecashwith thephysical exchangeof currency. Thoughit makespossble to sperd
mone/ anorymously, it is difficult to be useal over an opennetwork. For this purpcse,the cashis
digitized. While digitizing cash,the actwual currengy is replaed by ’digital coins’ represenéd as
churks of data.Digital currerciesaretheeledronic counerpars of traditiona currercy.

2.3.2 Digital Currendes

Theseareintendedto carryvaluein a protecteddigital form overthelnternet. Anyonecanparicipate
by opering anaccaintwith afinancid institution offering digital curreng/ services.Client software

is usedto withdraw money from the account, to ched the balarcesandto maintan a digital wallet

thatholdsthevalue onthe partidpants compuer. AmongthepresntpaymentsystemsareNetCash,
DigiCash(laterrenamedasECash) AMDIGI (UK), Avant(Finand),Beenz(UKandUS),bibit(Den-

mark), The CommonElectranic PurseSpecificaions (CEPS),CheckFreeChipper clikpay, PMTP

andmary similar systems.

2.3.3 Characteristics
1. Transkrablewithout physial interaction.
2. They canbeusedto maintan theanorymity of thecusomerin anonlinetransactian.
3. They cansuppat anactualtransferof valueby themsévesunlike in the caseof creditcards.

4. They provide suppat for micro paymets.

2.3.4 Limitations

1. Securty measursagairst spoofbanks andother possble 'manin themiddle unwantedinter-
mediaies have not beencomplédely succesful.

2. Requresadaiabasdo bekept thatis un-calabk asthe numberof usersincrease.

3. The necesity of having secuity inbuilt into the sysem has mademost systemsinherently
dependen on the enciyption tecique used At times, asin the caseof 'Beenz’ paymen
sydemusedin Finland,thediscovery of somefailure of the sameenayption techiqueresuls
in theabrup obsokteneasof thesysem.

4. Someof the paymern systens are not anaiymousandthe financid institutions are aware of
thetransactionstaking place.

5. Cashhasto e-stoedin a cyberwallet andhenceif your compuer craskesor your hard disk
getsstolen well, thatis it.



6. A govemmentalnightmae is the possibility of untdd amountof wealthhiddenaway yet use-
able, andwith absoltely no tracedility .

7. Many EPSsuffer from the probaility of doude paymer, in which one usersend the cash
tokento morethanoneuser

2.3.5 Advantages

1. Thefreedan of cashtransactiors beingonline andinstartaneaisin natuie.

2. Possilility of the cashtransactions being done acrcssinternational borde's possbly with a
minimal amour of fuss

3. More secuethanmostpaymer systemgshatmayretainyour credi cardnumberandinherent
anmymity is preent.

2.4 ProposedSystem

2.4.1 Intr oduction

The above mentiored problemshave existed for sometime now. Unfortunately no singe system
existed that could addessthis problem. PRotocolEnhanementof Dlgital CashTransadon- I
(PREDICTI) triesto addesstheseissues. The PREOCT | versin hadinherent secuity failures
that compramisedthe secuity and minimal anamymity offered by the system. It hasbeenrevised
andtherevised form hasbeen usedin this projed.

2.4.2 Assumptionsfor the PREDICT I

1. Network autrenticationandsecue communtatiors usedin all parts of the Intemet.

2. Possilility of extremelysecueandlow-failure cusbmnetwork thatcanbeusedfor theinternal
tramsmissins.

3. Possilility of high-securty senersthatare secue enoudn to carty highly sengive informa-
tion suchascashremairing per citizen unde a respamsible contolling authaity suchasthe
govemment.

4. Existenceof ahigh-bandwidh network. Thisis atradeoff we haveto maketo acheve anorymity,
scdability andsecuity.

5. High performanceandextremely reliable senerswith redurdantlines of communtationcan
besetup.

2.4.3 Description

This systen ervisageshe existerceof zore senersthatprovide servicesto theusersconnesting to it
from theinternet. All clientsthatcomeunde a singlezonesener aresaidto beunderazoneserve
zone For the purposeof logistics, a setof thesezone senerscomeunder a masterserver This set
of zoneseners aresaidto be undera masterserve zone

EachMaste Senerzore hasaMasterSewerID. Theentiresetof zone senersandclientsunde
themareknownby this ID.

A cashtokenis eithe withdravn or depasitedto a zone sener by a user If the use withdrawvs
cash thenhe/sleis known asacitizenfor the period of thetransation. If theuserdepositscashthen
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he/$eis known asa merchant, againonly for the periad of thetransaction So,the usermay eithe
beacitizen or amerctantdependirg ontherole hesheplaysin thetransactian.

A cashtoken once depaited resuts in an acknowledgemenbeing sen to the merchat who
forwardsit to the citizen andthenit getsforwardedon to the citizen’s zonesener. Thenboththe
citizenandmerchant get a transaction compldgion messagel further discussthis while explaining

the desig of thesygem.
2.5 Functional Requir ementsfor the Project
1. Creating an accaunt ;. The Systemshoul be ableto creae anaccount with the Zone Sener
for eachautorized user
2. Deletinganaccaunt: The Systemshoul be ableto deleteanaccauntwith the ZoneSener of
anautlorizeduse.
3. Requsting Passboolnformation: The Systemshauld provide informationin Passbaok for-
matfor anauthaizedclient.
4. Requsting Transacton History : The Systemshoud provide anauthorizedclient, on request,
informationabaut pasttransactians.
5. Change of Persond Information : The Systemshoul provide ability for a valid client to
changehis personalinformation.
6. Decidng on the amour of cashto betransacted: The client hasthe ability to decidce on the
amourn of cashto betrans&tedin thesysem.
7. Serding Cashtoken: Theclient mustbe ableto serd a cashtoken to a remoteclient
8. Receip of Cashtoken: Theclient mustbe ableto receive a cashtokenfrom aremoteclient.



3 Design

Give mematter andl will constuctaworld out of it!
-ImmanuelKant

3.1 Intr oduction

The desgn of the sysem wasdonein the besttraditions of the Objed Orientedphilosophy The
maintool used for the desgn hasbeenRatioral Rose2000 Further the UML wasusedasthe bast
languagefor the desigh documents.

The objective wasto develop the class diagrans and genegate the codestuls which wereto be
laterfleshal outin theimplemernationphase.

In this chager, explarationis doneonly wheredeamednecesarysincethediagamsthemsehes
areself explanatory.

3.2 The Concepual Design

Thebasicsystemmaybeidentfied ascortaining theelementsasin Figure3.2 (p 9). Thisrepreents
thesystem in its entirety.

3.2.1 SystemUseCase

From the analysis, the sysem is represente& asin the usecaseshavn in 3.1 (p 8). This shawvs
bastally how the system layout hasbeen This spedfically helpsin theundestandng the sydem.

Thepoint to noteis thata 'client’ maybe either a 'Citizen’- someom who is to sendmoney, or
a’Merchant'— someme who is to recieve monegy. Corpaations or barks areclients with a specia
transactian allowancespedfied by the governrment. But all the entities arebascally variousforms of
theclient.

3.2.2 Responsibilitiesof Various Entities

Theentttiesin the systemhave beenidentified asshovn in Figure3.2(p 9). Theseentiieshave been
decdedonthebask of their resnsililitie s asdefinedbelow.
Therespnsililitie s of the various entiiesareasfollows.

Zone Server: Thezonesenerhastheresmnsiblity to maintaintheuserinformation to authenticaie
the clients comectirg to it, to maintan the seqenceof messges,to communcatewith the
maste senerwhenneessay andto do other similar operatonsasspedfied in PREOCT II.

Master Serwver: The Mastersener hasthe resmpnsiklity to maintainthe identifier integrity when
client zoneseners and remotemastersenerscontactit for information. At the sametime,
it hasto maintan the integrity of the mastersener zones underit. Databa&eintegrity hasto
maintainedandwhenthereis a probability that the transaction may be corruged, it shoul
abat thetransaction
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Figure3.2: The Conceptual ClassDiagram

Client: Theclient hastherespamsibility to follow the messag pattensdefinedin PREDICTII. The
client alsohasto geneatea random numbe thatis usedin the identfier. Furthe, the client
shauld analysethe network time for thetransactimsto be compketed .

3.2.3 Description

The PREDICTsysten mayinstantiae the following classs. Eachclass representsa differentrole.

Theclient is the software that belorgsto the user Thisis usedfor interacting with the compo
nens of the PREDOCT Il system.

TheZoneServe is thatpartof thesystenthathastherespmsibilites of thezonesener asdefinel
in PREDICT Il. Eachinstanceof the zone sener mayor may notincludeautrenticaion andsecuity
classesbut always includesthe datebaseclass

The Maste Serve is thatpart of the systen that hasthe resnsililites of the mastersener as
definedin PREDCT II.

Authentication is basedon the useof a pasphrag. This is dong not by actudly sendng the
pasphra®, but only its hash to the sener in question. This hashis storedin the datédbaseand
compaedatalatertime, whentherequirementfor authentication of theclient arises.

Network Searity is an optional modulein this desgn usedonly whenthe client in quegion
works on a network that doesnot pos®ssary secuity of its own. The deckionto useor notto use
this module restssoldy with thezonesener.

The DataBaseclass is a gengalization of the various databaerelatal actvities of the modules
thatcall it. Thishastherespasibility of maintainingtheintegrity andthe concurrercy aspets of the
sysem.

3.3 The Messages

3.3.1 Intr oduction

This secton dealswith the messging techniquesin the systan. Messag@sare usedfor commun-
cation betwea the clasesandthe prope timing of thesemessgesis crudal for the working of the

1Thetime analysisdonein this projectis acomplex issueandis dealtwith in this reportonly in the concepual form.
9



sysem.

3.3.2 Messages
3.3.2.1 Identifier

The Identifier is a Stringthat uniquely identfies the cashtoken. This is usefd for the datdbaseand
intgrity checls.
Structure

| DENOMINATION | MASTERSER/ERID | IDENTIFIER |

Default delimiter =;;

3.3.2.2 SuperMessae Structure

The SuperMessages the supesetof all messagdodes. This is usedto identify the messge and
hande the parsirg corredly. This supersetmayalsocontan timing information which maybeused
for thetime analsis. | have notdoneit in this manne.

Structure

| MESSAGE ABBREVIATION | MESSAGE CONTENTS |

Default delimiter = ||

3.3.2.3 Standard Messags

A Messa@eis a specal entity that descibessomeeventin ocaurane. Eachmessge hasa speific
formatspedfied by PREDOCT II. Thisis shavn in thetable givenbelow.

10



This Pageis to be Printedby MSword. | amnot ableto getthe Tableformatright here
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| | | _
| | lIIE: ‘IML_REP_Z%
I 17: STAT_REP I =
| 19: TRAN_COMR 18: TRAN_COM ‘
I =
L] N I.I

Figure3.3: The Sequene Diagramof the Messagsinvolved

3.3.3 The Sequence Diagram

We have seenthe messaggthat aretrangnitted. Next, the diagran Figure 3.3 (p 12) descibesthe
messagsandthetimings involved while transmittingthe messages

3.4 The Designof the Client Software

Theoveral desgn of the client software is shovn in Figure:34 (p 13). Therequremens have been
divided into the basc functiond parts RemoteClients are clients with whomthe local client does
thetransaction

3.4.1 The ClassDesign

Therespomibilities of thefunctional units have beendividedto the differentclasesasin Figure:35
(p 14).
The kudhdan class is the main classthatinitiateseither the merchant or the citizen classbaseal
onthemodethatthe userselects.
Thelnitializer classloadsuptheessetial informationthatis necesaryfor thefunctioning of the
sysem. Theclassreads thezonesener IP, gererateshe ses#on key for thetransation, andhardles
12
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Figure3.5: The Client Software ClassDiagram

initi al paraneterrequestshy calling the apprgriateclassesin the GUI paclage.

The Citizenclass does theintialization andwaits for a client to contactit. If the use allows for
thetransactionto proceed,this invokesthe SenerThreadclass andthatthread runsindependantly.

The ServeThread classmanageshe messagsthathave to be handed by the citizen andgener-
atesthe informationrequiredfor the withdrawal of the cashtoken andsuccesful completion of the
transactian process. For this, it communcateswith the zonesener andproceedsasneeckd.

TheMerchart classis invoked whentheuse decidesto withdraw cashfrom aremoteclient. This
intiatesthe ClientThreadif andonly if the connestion is authaised.

The ClientThread handksthe messageequenceand otheractiities required of the Merchant.
This communcateswith the SenerThreal of theremoteclient andits own zone senerandproceeds
asrequired.

3.5 The Designof the Zone Serwver Software

TheZonesenersoftwarehastherespnsilility of satifying usemeedandproviding for thesenices
requred by the zonesener part of the PREDICTII protocol. Therespnsililitie s have beendivided
into classesanddisplayedin Figure 3.6 (p 15). This sectio discusseghe various aspets of the
zonesener software andthereporsibilities of the subchsses
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Figure3.6: TheZoneSener UseCaseDiagram

3.5.1 The ClassDescription

This secton disausseghe main classa that creae the compmentsof the zonesener software. The
main classe andtherelationsbetweerthemis dispayedin Figure: 3.7 (p 16).

The main classkubelan instartiatesthe HandldJserRequstsclasswhenit stats up along with
othea miscellaneows threals requred for maintenance The HandeUserRequ# class instantiates
the HandleAithentication class whenary client connetsto it. After the initial authentication, the
zonesener detects whethe the client conrectedto it is a citizen or a mercham by the messag
sentto it. If the transation stats with the messagdREQ WIT then HandleAuhenticationinvokes
the Handle/Citizenclassto hardle the citizen, while if a CSH_DH® messge arrives, it invokes an
instanceof the HandleAMerchant class to hardle the Merchant.

The various helper clas®susedarethosefor the communcationwith the userandthe master
sener whenneede. The InSecueRealer and InSeareWriter classesare usel for communcéng
along the seare network to the Master Sener for senicesrequired. The SecueReaderand Se-
cureWriter classs areused for communicéing with theuserontheinsearenetwork. TheCheckDB
classis usedasandwhenrequiredto readneedel informationfrom the database.

3.6 The Designof the Master Server Software

The Mastersener is the entity that hasto maintainthe systen’s main interection. This storesthe
identifiers that are requestedto be depaitedin it by the client zone sener and at the sametime
providesfor the verificaion andmainteranceof this datdase.

This sectian dealswith the descrption of how the systemis madeandhow it actually works.

3.6.1 The ClassDiagram of the Master Server

The Brahmaclass is the main class that on statup creates three service threadsandothe miscella
neots threads. The mainclassrelationsareshavn in Figure3.9 (p 18).
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The HandleZorSererReaqiestsclasshardlesrequestsfrom the zone seners. This is basially
handed by two thread. A ZoneSererDeposior instanceis creged whenthe zonesener conrects
to a depasitor soclket. The secor threal, the ZoneSererValidata threal, is instantiaed whenthe
zonesener conrectsto a validator soclet.

TheHandkeMasterSarerRequstclassis for remotemastersenerrequeststhat cometo usasthe
idertifier contdans our MasteSenerID. Thesecasesreverifiedatthislocation. Doublespendhg is
alsohardledhere.

3.7 The DataBaseDesign

3.7.1 The Designof the Zone Sewver DataBase

TheZoneSener Databas needdo storeinformation regardirg uses. For this threetableshave been
creaed. Thisis keeping in view the various securty aspets andthe normaization aspets (I have
madea tradeoff on the sideof secuity).

Table: 3.1 shavs the passverd table. Thefield frozen if enabedby settngit as’t’, disabksthat
usetslogin.

Table: 3.2 shows the Transation table which is usedto storetheinformationabaut ead trans
action.

Table: 3.3 shavs the Personalnformationtable, which is usedto storethe persnalinformation
of eachuser Constaintshave bee setto allow modificaionsto thistableon a constainedbasis.
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Mame Schema Catatype Size Scale  (Ref | Mulls?
LISERMAME =Mone= WARCHARZ 284 b4 v
PASSPHRASEHASH =Mone= CHAR 1 b4 v
FROZEM =Mone= CHAR 1 b4 v
FPASSPHRASE =Mone= WARCHARZ 284 b4 v
Table3.1: The ZoneSener Passvord Table
Marme Schema Datatype Size Scale |Ref [Mulls?
IJSERMAME =Mone= WARCHARZ 284 b4 v
CREDIT_DEBIT =Mane= CHAR 20 x v
AMOUNT =Mone= HUMBER 1} o x v
COMMECTED_FROM_IF | =<Mone= WARCHARZ 24845 x v
TIMSTAMP =Mane= LOMG x v
IDEMTIFIER_LISED =Mone= WARCHARZ 284 b4 v

Table3.2: TheZoneSener Transadbn Table

3.7.2 The Designof the Master Serwver Database

The Mastersener databaehasthe respasibility of maintairing the Idertifier informationdepcsits
andthehashRAK. Thisis depidedin Table:3.4. SETSTAT_CHK andSETVAL_CHK aresetwhen
STAT_CHKandVAL_REQ_MSreachtheMasterSener. Thescavengr classremovesentriesfrom
the datalasewhich have outlivedtheir lifetime.

3.8 The PackagelLayout

ThelLogical arrargemenibf thesysemis shavn in thediagram3.10(p 20). This diagramshavs how
the classfication hasbeen done. The de<riptionis given belaw.

3.8.1 Main Packages

Thesearepackayesthatcontdn clasgsthatmake the systemperfarm in the mannerexpededby the
PREDICT II.

brahma: This padkagecontans al | the contrd classe requiredfor the MasterSener software.
Thisincludesthe datalasespeific clas®s. The classdesgnhasbeenpresentedin Figure3.9(p 18).

kuberan: This packagecontdns all the contrd classesrequired for the Zone Sener. Thisin-
cludesthe classdiagramsshownin the Figure:37 (p 16).

kuchelan: This packagecontainsall the packagesrequiredfor the functioning of the use soft-
wareinorder to communi@te with the remoteclient andthe zonesener. The classdiagram have
beenshown in Figure: 3.5 (p 14).

Mame Schema Catatype Size Scale  (Ref | Mulls?
LISERMAME =Mone= WARCHARZ 284 b4 b4
MOMEYBALAMCE =Mone= HUMBER 1} o » v
ADDRESS =Mone= WARCHARZ 300 b4 v
MAILID =Mone= WARCHARZ an b4 v

Table3.3: TheZoneSener Personhinformaton Table
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Mame Schema Datatype Size Scale |Ref |Mulls?
IDENTIFIER =Mane= VARCHARZ 254 x x
AMOUNT =Maone= MNUMBER o [T 4 b 4
TIMESTAMP =haone= HNUMBER o o 3 b 4
RTT =haone= HNUMBER o o 3 b 4
RwWT =haone= MNUMBER a o 3 »x
Rk =haone= WARCHARZ 254 b 4 v
KA1 =Maone= WARCHARZ 255 x v
K2 =Maone= WARCHARZ 255 x v
HASH_K1_K2 =Mone= WARCHARZ 254 x v
SETSTAT_CHK =Maone= CHAR 10 x v
SETVAL_CHK =Maone= CHAR 10 x v

Table3.4: TheMaste Sener Idertifier_Information table

1 1
:lahma kuberan kuchelan
N < -
NN EANS
| AN P < -
B ™ - T ¢
—" i,. . D B é_l
messages Gul ‘ utils ‘ network
| 7 ~
.
M | i b
tool rypt misc
{ﬁ'nmr::sssauesj [f::nm u:lsj {from utils)

Figure3.10: PackagelLayoutof the projed
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3.8.2 The Helper Packages

Thesearethe packayesthatstoreclasssthatareusedfor the commonactivitiesby themainclases.

messaes: All themessgesof the PREOCT Il protocol have beenembodedin classesof ther
own. The packayethatholds all theseclassesincluding thetoolsrequired for performing operations
onthemis storedin this package.

GUI: TheGraphial UserlInterfaceclassesrequired by ary of the main classe arestaredin this
cental repcsitory.

utils: All opemtionsrelated to file, enayption, filter operations, configuiation file parsing are
puttogetherin this cental repasitory for the useby all the mainpackaes.

network: Thenetwork relatedclasgssuchasthenetworkAnalyseClient, netwokAnaly®rSewer,
SecueReaderSearewriter, InNSecureReae@r, InSeureWrita classesare storedherefor useby all
themainclasss.
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4 Implementation

Thegreataim of culture is the aim of settiny oursdvesto ascetain what perfection
is andhow to malke it prevail.
- Mathew Arnold

4.1 Intr oduction

This chaper dealswith the implemenation of the sysem. This secton descibeshow the artifacts
of the despgn aremappednto executdle code. Thouch it is not possble to specify in detal all the
aspetsof the systan in this report anattempthasbeenmadeto discussthe mainissuesinvolved.

4.2 The Working of the Client

Theworking of theclient softwarehasbeendepidedin thetwo statediagrams. Thestae diagramin
Figure4.1 (p 23) repregntsthe stegs involved in the withdrawal of a cashtoken from a zonesener
and sendng the cashtoken to a remoteclient. The stat diagamin Figure:42 (p 24) depcts the
stepsinvolvedin requestinga cashtokenfrom aremoteclientanddepositing the samewith the zone
sener.

4.2.1 The Working of the Client asa Citizen

Invoked whenthe userdecidesto work in the citizen mode. The client thenwaits for remoteclient
requestsrequestingfor cash.On suchrequests,afterthe usersandions, the client proceedswith the
transaction. Figure4.1 (p 23) showsthe states of the system interactions.

The TRAN_ABRT messagis transnitted whenthe requirementarises. The operations of send
ing REQ_REPRandAuthenicating itself with the zonesener aredonein pardlel.

Generdion of cashtoken informationinvolvesgenergion of arandom numbertaking the system
time asthe geneator’s saltvalue.

4.2.2 The Working of the Client asa Merchant

Invoked when the userdecicesto work in the merctant mode. The client then connets to a re-
mote client and requestsfor cash On reply, after the usersandions, the client proceedswith the
transactian. Figure#.2 (p 24) showsthe differentstaesof the sygeminteractions

4.3 The Working of the Zone Server

The Zone Sener analsesthe message. The stak of the systan asthe messagsarrive from other
entitiesis degcted in the diagiam:4.3(p 25). The aborton of ary transaction involvessendng the
DEL_ID requestto the mastersenerif theidentifier hadbeen sentfor depodt earlier.
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Figure4.1: The statediagran for the Citizen partof the Client Software
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Figure4.4: MasterSener validatbor Statediagram

A transaction is committedto the datdbaseonly whenit is surethatthe transactionis avalid one
andthatit will becompletedonthe othe side.

The Identifier is gengatedas per the spedfication for the format of anidertifier asin Sectim
3.3.2.1(p 10).

4.4 The Working of the Master Server

4.4.1 Zone Sewer Validator

The requestfrom a zore sener for depait of cashis handked in the mannershowvn in the stae
diagiam:4.4(p 26). VAL_REP_ZSs sendonly whenthe datatasehasbeenupdaedwith RAK and
chedked out. However, if the request or the identfier is invalid in ary respet, the TRAN_ABRT
messag is serd. Thewait time is measwed asa facior of network delaysandthe compuationtime.
If neadedthisis transmittedto theremotemastersener for validation.

4.4.2 Zone Sewer Depositor

TheZoneSenerdeposor hardlesthedepait requestsfrom thezone sener andinsertstheidentfier
into theldentfier_Informationtableof thebrahmadatabase Thesesetof opeationsareshovnin the
statediagam4.5(p 27). ThisoccurswhenthelD_CHK requestcomesn. ID_REPis serd whenthe
ID is confirmedasnotbeing alread presenin the DB. If noduplicatesarepreentthenSTAT _REP
is send.In caseof the D beingpresent, TRAN_ABRT is serd.

4.4.3 Master Sever RemoteValidator

Whenaremotemaste sener requess for the validation from our databaeit impliesthatoneof the
zoneseners haddepaitedthe cashtokenandit is up to usto make surethateitherthe cashtokenis
deemedvalid or invlaid. Thisis shavn in the statediagram 4.6 (p 27).
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4.5 Highlights of the Implementation

This sectbn dealswith the majoraspets of theimplemenation Mostof theimplemenationdesign
is shawvn in the statechat and classdiagr.amsin chaper3 (p 7). This sectbn supgementsthat
materid for thereacerwith theinnardsof the systen assuch.

4.5.1 AsynchronousNetwork Transmission

Network paclets have the nasy habit of arriving at timesleag expected. This was an expected
probem that was handkd by maintainng two separge threals for eachsoclet. The first threadis
for writing and hasan acces function that addsStringsto a buffer Vector while the threadkees
on sendng the datastored in the Vectorone by one. The secad threal is meantfor readng data
from the network; this threadreads the buffer and putsthe datareadinto a buffer Vector while an
accessfunction allows the parent classesto readfrom the buffer. This allowedfor asyrchrorous
transmissiors andrecefion to take place.

4.5.2 Multi Threadng

A fundamentalconcept in compute programmingis the ideaof hardling morethanonetaskat a
time. Many progrcammingproblemsin this project requred thatthe programbe able to stopwhat it
wasdoing, dealwith someotherproblemandreturn to themainprocess.Javasthreadingis built into
thelanguage which makesa complicatedsubject muchsimpler Threadiny is supprtedonanobjed
level, so onethread of execution is representedby one objed. Java also provideslimited resairce
locking. It canlock the memoryof ary object (which is, after all, onekind of sharedresairce)so
thatonly onethread canuseit atatime. Thisis accanplishedwith the syndronizedkeyword. This
hasindeed beena boonfor the managemet of the sysem.

An inherent problemthathadto be handkedin this projecthasbeento tell a networking threal
whento stoplistening to the network andshu down the network propely anddie. This is needel
espeially whenthe TRAN_ABRT messagés received or whenafailureis intimated by somemes-
sage(TRANS COMP, CSH_TRAN etc.) . This turnad out to be the baneof the sysem. This
probdemwassolvedby the depecatednethal stopException €). Onceaflagis setin thethread,the
thread will never checkfor the boolean asit is blocked while waiting for a readfrom the network.
StoprhreadExcetionis throwninto thethread sothatit quits. This howeverresutsin the Excegion
leaking out at timesandthe excepion getsthrown whenthe threadis dead(Thetiming of the con-
trolledthrowing of the Excepion by the control classmaynotbealwayscorred). Sotheparen class
hasto handk the Excegion whichit is trying to throw, elsethe paren classmaybehae stranggly.

4.5.3 Data BaseConcurrency

This problem is handedby the following methods

e Maintaining sepaate conrections for eachof the SQL queiesto be handed. The Kuberan-
Databaseandthe Databaseclasseshande the datdbaseactivities. Concureng to the acces
methalsis maintaired by the useof syndironized modifier of Java, which forcesblocking of
calling threads until thethread currently execuing the methal is compleed.

e Thedatalasemaintairsits own concurrercy whenmorethanoneprocessconrectstoit. Oracle
is exemplaryin this aspet.

28



4.5.4 Time Analysis
4.5.4.1 Intr oduction

Analyss of time is oneof the mostcomplicatedactvities thatcanever be doneon a network. How-
evertheanalysisis possiblewithin a certan probability by the graceof mathemats. Thecompuers
sendtheir own timesa finite number of times. This topic hasnot beencoveredasthis, though being
importantfor thesystemjs therespamsibility of alayernotin thesystem.Sincethislayerwasabsemn
in my platform, | hadto codeit in.

4.5.4.2 The Working

The remotecompuer first send us his time (7). In returnwe sendhim our time (73) whenwe
recie\ed the messag. On recieptof this, the remotecompuer transmitsZ3. Say this reatesus at
ourtimeTy. Thefollowing compugationis done.

Differencein Time betwea Systenmtimesof thetwo computes =75 — (T} — network delay)

Network delay= 12571

Thus,

Thedifferencein the Systemtimesof thetwo compuers=1 — (T; — 14571)

Over n transmisions the estimateof the Network delay
_ E NetworkDelayInEachTransmission
n

Similarly,
Theestmateof the SystemTime differenceis alsocomputel.

4.5.4.3 The Implementation

Theimplementaion is doneby having a networkAnaly®rCliert class anda networlAnalyseServe
class that usesa DatalnputStreamand a DataOuptStreamasinput and usingthe sameto send30
statisticaly viable trangnissiors. Using thesevalues, eachend compuesthe network times. The
differencein timeis alsoestmatedasthe SuperMessage class mayalsocontan informaton asto the
time whenthe datawasserd.
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5 Testing

Theprogessof theriversto the ocean is not sorapid asthatof manto error.
-Voltaire

5.1 Intr oduction

Thesysemaftertheimplemenationis asetof codewith no guaenteeto work andattimesmayneed
majorrework if ary seriausfailiureshave beendeteded. My approachtowardsthis aspechasbeea
to creae a plan of action atthe very startof theimplementéion phaseandmanag the development
processso that there is the leastamourt of rework neeckd later in the developmentprocess. This
chager speaksabouthow this wasdoneandwhattheresuts were.

5.2 TestPlan

Themainplanthat! followedwasonthebast factthatall Java clas®sallow for the mainoperdion
to be present.This allows to crede selftesing code.Every class thatusesor extendsor implemens
thetestal codeconsdersthatclassto beperfect. Thustherespamsibility of makingthe chedsreside
soldy with the main operaton of ead class At times,it waswould not be possble to testthe class
alore asit might depend on anaher class Thesesituaions were handed by tesing the involved
classestogeher In suchcase the main opeiation of the involved claseshadthe respasibility of
theintegrity of theclasss.

5.3 Unit Testing

Eachof the Units of the class— especially the helper classesweretestedandretesed over andover
againto malke surethat mostof their strudure had beentested Someof the classessuchasthe
classesin the networkpaclkage,networkAnalyseClient andthe netwokAnaly®rClient were testal
togehersothattheseintegrateperfectly.

5.4 Integration Testing

Theprojecthadmary threadsrunning together coupledwith datatransmissiors acros thesethreads
andthe classes.It wasthusimperatve to testthe< to the fullest inorderthatthey work. Many stres
testswerelaunthedandthelogic testal againg mary setof situation

5.5 Validation Testing

At the culmination of the integrationtesing, the software wascompldely assembld aspaclkages,
interfacing errars wereuncoveredandcorreded,andafinal seriesof softwarevalidaion testhngwas
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dore. Herethe systemfunctions weretesedin a mannerthatcanbereasmably expecedby a user
The sysemwastestedagainstthe requrementspedfication.

5.6 Output Testing

After performing validation testirg, the next phasein testng wasthe output testof the systemsince
no systan could be usdul if it doesnot producethe desred output in desred format.

5.7 Conclusion

While moststestspasse throudh, someof the testsfailed miserdly sud asconrectingmorethan
59 conrections to the Oracle8i sener, numberof thread resticted to 26% of memory Overall,
therestridions of the extraneoussystan weregeneglly the reasoss for the failiures,while someof
the logical errar werealso caught in ead of the phases. numberof errors decreasedasthe testirg
proceededand with a elabaate testinvolving 6 computersthe systen perfamedin a satigactory
manne.

Overalltheresuts wereaccepable.
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6 Conclusion

6.1

It is better to light onecande thancurse thedarkress.
— Chine= proverb

Intr oduction

The sysem presettied hasits own setof failiuresand suacesses However, the radical thought that
| have suggestedandtried out in my projectwill find very few takers. This is becaisea definite
amourt fidelity still remainsin the humanraceto thetradtional manne of doing business.But then,
thefuture will seeEPSasthe definitetorch bearerof todays moneary systan. And it mayevenbe
possble thatPREDOCT beconsderedasoneof thesteps in thatdirection.

We move from Chapte 2 wherewe saw the foresght abou doing the project, to actually doing
the prgjectin thelasttwo Chapers. Thuslogically following the flow of events, this Chapte looks
backatthe project with ahindsight.

6.2

6.3

Limitations of the system

Performance UsingJavaonthesener sidecausel a severeperformancdossonthe compu
tations.

Time analyss. Analysisdore hereis rudimentaryin natue and hardly reflecs the true net-
work andcompuational compleities at mosttimes.

Heavy dependenceon Time Factor. Thedependerte on afador thatis inherantly variart in
nature makesit difficult to predid the perfomanceof the systam.

Network utilizati on. The network bardwidth usages very high compaedto mostEPS.

User Intuition . UsingIPsfor idertification of remoteclients makesit difficult for nave uses
to beat easewith the sysem.

Complexity. Thesydemasawholeis complex in natureandary implemenationwill require
very large investmenbn the tesing for perfection

Vulnerable to DOS attacks. Launchng crippling Denial of Serviceattacks agairst the zone
senersis childishly simpleandinvolvesabou 100lines of java code

Advantagesof the system

Resilienceagainst obsolescence Ability of the systen not to be depemlenton a singe en-
cryption systemput a plethoraof canddatesysemsmalkesthe systan solid agairstbecomirg
obwletewith techndogy.
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6.4

Scalability . Themaste senerscaneasily suppkementzone senerswith morenumbes asthe
use loadonthezoreincreases.

Easeof Use Comparedo mostEPSsysemswith the minimal techrical knowhow abou the
sydem, it is possible to do busnesswith out botheing abou the cyber wallets my money
timing outetc.. It is eitha completetransa&tion or noneatall, but the money is alwayssafe

Security issuesrelated to EPS solved. Problans sudc asdoule sperding have beensolved
in the usualmanne makingsureonly oneof thetransactiors take place.

Very Secure implementation compared to most EPSimplementations. The useof sesion
key, strong enciyption for datatransmision and creaton of a DMZ zonebetwea the web
senerandthe Databas sener wassomeof theinovative ideasthatsecurethe sygem.

Futur e Work

Time analsis shoud make useof the statistical data available. Thusa beter predictive algo-
rithm canbe developed

Transation costto be measuwed.

Analysisof official work involved, their social implicationsandthe costshave to beanal/sed.
Recodng boththe sener modukesinto C++.

Codeprofiling andsubquently optimization to be done

Testingon arepresentéive network othe thana Local AreaNetwork.
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